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1.a) What are the essential ingredients of symmetric cipher? Explain. 
   b) Give a brief account on Security attacks. 
 
2. Explain DES encryption algorithm with a neat diagram. 
 
3.a) Give a brief account on key distribution for symmetric encryption. 
   b) Explain Fermat’s theorem with an example. 
 
4.a) Explain the compression function of SHA algorithm with a neat diagram. 
   b) What is the difference between direct and arbitrated digital signature? 
 
5.a) Explain the role of Authentication server (AS) and Ticket-granting server (TGS) in 

Kerberos. 
   b) Write short notes on S/MIME. 
 
6.a) Write notes on IPSec document. 
   b) What are the basic approaches to building SAs? 
 
7.a) What are the requirements of SET? 
   b) What steps are involved in the SSL Record Protocol transmission? 
 
8.a) List and briefly define three classes of intruders. 
   b) Write short notes on circuit-level gateway. 
 
 
 
 

********* 


